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Learning Objectives

Dynamical Systems & Dynamic Axioms

rigorous reasoning about CPS
dL as verification language

cyber+physics interaction align semantics+reasoning
relate discrete+continuous operational CPS effects
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Logical Trinity

Axiomatics

Syntax Semantics

Syntax defines the notation
What problems are we allowed to write down?

Semantics what carries meaning.
What real or mathematical objects does the syntax stand for?
Axiomatics internalizes semantic relations into universal syntactic
transformations.
How does the semantics of A relate to semantics of AA B,
syntactically? If Ais true, is AA B true, too? Conversely?
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e Approach & Reminder
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Approach

Logical guiding principle: Compositionality
@ Every CPS is modeled by a hybrid program (orgame...)

@ All hybrid programs are combinations of simpler hybrid programs
(by a program operator such as U and ; and *)

@ AIll CPS can be analyzed
if only we identify one suitable analysis technique for each operator.
© Analysis of a big CPS is an analysis chain for all individual parts.
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Hybrid Programs: Semantics
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Hybrid Programs: Semantics

compositional semantics = compositional proofs!
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Conjecture: Quantum the Acrophobic Bouncing Ball

Example (Quantum the Bouncing Ball) )

0<XAXx=HAV=0Ag>0A1>c>0—
[({X' = v,V = —g&x > 0}; (?x=0; v:=—cv U ?2x£0)) | (0 < x Ax < H)
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Conjecture: Quantum the Acrophobic Bouncing Ball

Example (Quantum the Bouncing Ball) (Single-hop)

0<XAXx=HAV=0Ag>0A1>c>0—
[ {¥'=v,vV =—g&x>0};(?x=0;v:i=—cv U ?x£0) |(0<xAx<H)

Removing the repetition grotesquely changes the behavior to a single hop
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e Intermediate Conditions for CPS
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Intermediate Conditions for CPS

H;

A—[a; BB
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Intermediate Conditions for CPS

E summarizes what u; have in common.
E is often imprecise overapproximation.

A= [alE E—[B]B
' A—a;B]B
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Intermediate Conditions for CPS

E summarizes what u; have in common.
E is often imprecise overapproximation.
Just need to find this E ...

A= [alE E—[B]B
' A—a;B]B
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Intermediate Conditions for CPS

E summarizes what u; have in common. 5
E is often imprecise overapproximation. )
Just need to find this E ...

Vi )B
V2 |B

Z?)B
XQB

Example (Quantum the Bouncing Ball) (Single-hop)
0<x=HAV=0Ag>0A1>c>0— [x' = v,V = —g&x > 0| E

E — [?x=0;v:=—cvU?x£0] (0<x Ax<H)
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Intermediate Conditions for CPS

E summarizes what u; have in common.
E is often imprecise overapproximation.
Just need to find this E ...

A= [alE E—[B]B

' A—a;B]B
[o; B]B
(How to prove U) : U
n )B
Example (Quantum the Bouncing Ball) (Single-hop)
0<Xx=HAV=0Ag>0A1>c>0 — [x' = v,V = \g&x > 0|E
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@ Dynamic Axioms for Dynamical Systems
@ Nondeterministic Choices
@ Assignments
@ Differential Equations
@ Tests
@ Sequential Compositions
@ Loops
@ Soundness
@ Diamonds
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Motivating Proofs for Nondeterministic Choices

[oUB] =[]V B] l

André Platzer (CMU) LFCPS/05 9/21


http://lfcps.org/andre.html
http://lfcps.org/andre.html
https://doi.org/10.1007/978-3-319-63588-0_5
http://lfcps.org/lfcps/

Motivating Proofs for Nondeterministic Choices

[oUB] =[]V B] I

e o< [[aUB]P]iff v e[P] forall v with (w,v) € [aUB] =[] U[B]
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Motivating Proofs for Nondeterministic Choices
[oeUB] =[] UIB] l

e o< [[aUB]P]iff v e[P] forall v with (w,v) € [aUB] =[] U[B]
@ Thenv € [P] for all v with (@, V) € [a]
@ and v € [P] for all v with (@, V) € [B]
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Motivating Proofs for Nondeterministic Choices
[oeUB] =[] UIB] I

e o< [[aUB]P]iff v e[P] forall v with (w,v) € [aUB] =[] U[B]
@ Thenv € [P] for all v with (o, V) € [a] i.e., o< [[o]P]
@ and v € [P] for all v with (e, V) € [B] i.e., o € [[B]P]
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@ Thenv € [P] for all v with (@, V) € [a] i.e., o € [[a]P]
@ and v € [P] for all v with (®, V) € [B] i.e., o € [[B]P]
@ And vice versa. So w € [[c UB]P <> [a]P A [B]P]
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Motivating Proofs for Nondeterministic Choices
[oeUB] =[] UIB] I

e o< [[aUB]P]iff v e[P] forall v with (w,v) € [aUB] =[] U[B]

@ Thenv € [P] for all v with (@, V) € [a] i.e., o€ [[o] P]
@ and v € [P] for all v with (@, V) € [B] i.e., o € [[B]P]
@ And vice versa. So o € [[ocUB]P <> [a]P A [B]P] for all states @

[U] [ UB]P <> [o]P A [B]P is a sound axiom, i.e., all its instances valid.
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Dynamic Axioms for Dynamical Systems

[=] [x:=elp(x) <
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Dynamic Axioms for Dynamical Systems

[=] [x:=elp(x) < p(e) ho! o0
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Dynamic Axioms for Dynamical Systems

[=] [x:=elp(x) < p(e)

ple) p(x)
x' = f(x)
[T ¥ = f()lp(x) < : p:(x)
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Dynamic Axioms for Dynamical Systems

[=] [x:=elp(x) < p(e)

x' = f(x)
[T ¥ =f()lp(x) & [x==y(D)]p(x) : - j :
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Dynamic Axioms for Dynamical Systems

[=] [x:=elp(x) < p(e)

x' = f(x)
[1 [x' = 1(0)]p(x) < Vi=0[x:= y(1)]p(x) :) 13

André Platzer (CMU) LFCPS/05 11/21


http://lfcps.org/andre.html
http://lfcps.org/andre.html
https://doi.org/10.1007/978-3-319-63588-0_5
http://lfcps.org/lfcps/

Dynamic Axioms for Dynamical Systems

[=] [x:=elp(x) < p(e)

x' = f(x)
[T ¥ = f()]p(x) > Vi=0[x == y(1)]p(x) : ’S :

[1 ¥ = (x)&q(x)]p(x) > V=0 ([x:=y(1)]p(x))
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Dynamic Axioms for Dynamical Systems

[=] [x:=elp(x) < p(e)

x' = f(x)
[T ¥ = f()]p(x) > Vi=0[x == y(1)]p(x) : ’S :

[T ¥ = () &a(x)]p(x) ¢ V=0 (V0<s<tq(y(s)) = [x:=y(1)]p(x))
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Dynamic Axioms for Dynamical Systems

[=] [x:=elp(x) < p(e)

x' = f(x)
[T ¥ = f()]p(x) > Vi=0[x == y(1)]p(x) : ’S :

[T ¥ = 1(x) &a(x)]p(x) ¢ ¥t=0 (V0<s<tq(y(s)) = [x:=y(1)]p(x))

Q

7 QP o @ focal
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Sequential Compositions via Intermediate Conditions

What is the most precise E summary?

A= [a]E E—[B]B
’ A—[a;B]B
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Sequential Compositions via Intermediate Conditions

What is the most precise E summary? [3|B

o A [][B]B [B]B— [B]B
’ A—|[a;B]B
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Sequential Compositions via Intermediate Conditions

[l [a;B]P <+

o A [][B]B [B]B— [B]B
’ A—|[a;B]B
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Sequential Compositions via Intermediate Conditions

[] [ B]P < [@][B]P

o A [][B]B [B]B— [B]B
’ A—|[a;B]B
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Dynamic Axioms for Dynamical Systems

compositional semantics = compositional axioms!
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Dynamic Axioms for Dynamical Systems

U] [eUB]P <
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Dynamic Axioms for Dynamical Systems

(U] [eUB]P < [a]PALB]P
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Dynamic Axioms for Dynamical Systems

(U] [eUB]P < [a]PALB]P

[l [a;B]P <+
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Dynamic Axioms for Dynamical Systems

(U] [eUB]P < [a]PALB]P

[l [a;B]P <+
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Dynamic Axioms for Dynamical Systems

(U] [eUB]P < [a]PALB]P

[] [o: B1P < [a][]P o (1) ”
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Dynamic Axioms for Dynamical Systems

(U] [eUB]P < [a]PALB]P

1 et (u )
[l [a; B]P < [o][B]P o ~ \u‘J p v
[a][B]P (B]P
a*
['] [a*]P« .
a a I
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Dynamic Axioms for Dynamical Systems

(U] [eUB]P < [a]PALB]P

(] [0 B]P < [o][B]P v
« B
[a][B]P (B]P
a*
[a*]P
[] [o]P <« PA[a][a*]P ~
° a a9 ol
PA [(X][(X*]P o* u
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Soundness of Dynamic Axioms

[U] [ UB]P <> [o]P A[B]P is sound. l

[] [er; B]P < [o][B]P is sound. '
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Soundness of Dynamic Axioms

[U] [ UB]P <> [o]P A[B]P is sound. I

using [erUB] = [e] U[B].

(w,v) € [aUB] iff (w,v) € [a] or (w,V) € [B]-
Thus, o € [[ U B]P] iff both @ € [[@] P] and w € [[B]P]. O

[] [er; B]P < [o][B]P is sound. l
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Soundness of Dynamic Axioms

[U] [ UB]P <> [o]P A[B]P is sound. l

using [erUB] = [e] U[B].

(w,v) € [aUB] iff (w,v) € [a] or (w,V) € [B]-
Thus, o € [[ U B]P] iff both @ € [[@] P] and w € [[B]P]. O

[] [er; B]P < [o][B]P is sound.

using [a; B] = [o] o [B].-
(w,v) € [o; B] iff (0, 1) € [x] and (u, V) € [B] for some state u.
Thus, o € [[e; B]P] iff u € [[B]P] for all u with (o, i) € [o]-
Thatis, o € [[e; B]P] iff @ € [[e][B]P]- O
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Axioms for Diamonds

() ()P«

[(a)P] = {@ : ve[P]forsomev: (w,v) < [o] }
[[¢]P] = {@ : ve[P]forallv: (m,v)e][a]}
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Axioms for Diamonds: Duality

() ()P & —[a]=P
—[a]=P

[(a)P] = {@ : ve[P]forsomev: (w,v) < [o] }
[[¢]P] = {@ : ve[P]forallv: (m,v)e]a]}
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Axioms for Diamonds: Duality

() ()P & —[a]=P
—[a]=P

Duality axiom (-) relates () to [&] for arbitrary HP o

[(a)P] = {@ : ve[P]forsomev: (w,v) < [o] }
[[¢]P] = {@ : ve[P]forallv: (m,v)e]a]}
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e First Bouncing Ball Proof
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A Proof of a Single-hop Bouncing Ball

A [X'=—g;(?x=0;v:=—cvU?x > 0)]B(xv)

A O<xAX=HAV=0Ag>0A1>c>0
B(x,v)dEefOSX/\XSH
X'=-g)E{X¥=v.v=—g}
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A Proof of a Single-hop Bouncing Ball

[] [o: B]P « [e][B]P

A X" =—g][?x=0;v:=—cvU?x > 0]B(x,v)
A [X'=—g;(?x=0;v:=—cvU?x > 0)]B(xv)

A O<xAX=HAV=0Ag>0A1>c>0
B(x,v)dEefOSX/\XSH

K=-g € =vvV=-g)
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A Proof of a Single-hop Bouncing Ball

(U] [aUB]P < [a]PALB]P

A [ = —g]([7x = 0;v:i= —cv]B(xv) A [2x > 0]B(x.v))
A X" =—g][?x=0;v:=—cvU7?x > 0]B(x,)
A [X'=—-g;(?x=0;v:=—cvU?x > 0)]B(x,v)

Ad£f0<x/\x—H/\v:0/\g>0/\1 >c>0
B(x, )—0<x/\x<H
def
=gt =vv =g}
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A Proof of a Single-hop Bouncing Ball

[] [o: B]P « [e][B]P

UHA =[x = —g]([7x = 0][v:= —cv]Bxv) A [2x > 0]B(x.v))
A [ = —g]([7x = 0;vi= —cv]Bxv) A [2x > 0]B(x.v))
A X" =—g][?x=0;v:=—cvU?x > 0]B(x,v)

A [X'=—-g;(?x=0;v:=—cvU?x > 0)]B(x,v)

Ad—ef0<X/\x—H/\v:0/\g>0/\12020
B(x) 0<x/\x<H
W= g} 2 = vV =g}
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A Proof of a Single-hop Bouncing Ball

[?] PQIP+ (Q— P)

A [ = —g]((x=0— [v:= —cv]Bxn) A (x > 0 = Bxv)))
FHA =[x = —g]([7x = 0][v:= —cv]Bxy) A [7x > 0]B(x.v))
A [ = —g]([7x = 0, vi= —cv]B(xv) A [2x > 0]B(x.v))
A X" =—g][?x=0;v:=—cvU?x > 0]B(x.v)
A [X'=—-g;(?x=0;v:=—cvU?x > 0)]B(x,v)

Ad—ef0<X/\x—H/\v:0/\g>0/\12020
B(x) 0<x/\x<H
W=—g} 2 =v.V =g}
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A Proof of a Single-hop Bouncing Ball

[:=] [x:=e]p(x) < p(e)

(] A— [X” ( XxX=0— B(x,—cv)) A (X >0— B(x,v)))
A [ = —g]((x=0— [v:= —cv]Bxn) A(x >0 = Bxv)))
A S ¢ = g] ([7x = 0][v:= —cv]Bxv) A [7x > 0] B(x.v))

A X" = —g]([2x = 0;v:=—cv]Bix,v) A [7x > 0]B(x.v))
A [X"=—g][?x=0;v:=—cvU?x > 0]B(x.v)

A [X'=—-g;(?x=0;v:=—cvU?x > 0)]B(x,v)

Ad—ef0<X/\x—H/\v:0/\g>0/\12020
B(x) 0<x/\x<H
W= gy 2 = vV =g}
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A Proof of a Single-hop Bouncing Ball

1] ¥ = f(0)lp(x) € V20 [x:= y(1)]o(x)

A= ve>0[x:=H-28;v:= —gt] ((x=0— B(x,—ev)) A (x>0 — B(x.1)))
(] A— [X” = ( XxX=0— B(x,—cv)) A\ (X >0— B(x,v)))
lAS = —g]( X=0— [vi=—cv]Bixv) A(x >0 — Bxv)))
UHA =[x = —g]([7x = 0][v:= —cv]Bxv) A [2x > 0]B(x.v))
A= X" = —g]([2x = 0;v:=—cv]B(x,v) A [7x > 0] B(x.v))
A X" =—g][?x=0;v:=—cvU?x > 0]B(x,v)
A [X'=—-g;(?x=0;v:=—cvU?x > 0)]B(x,v)

def
AZ0<xAx=HAv=0Ag>0A1>c>0
B(x,v)dEefOSX/\XSH
X'=-gtE X =vV =g}
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A Proof of a Single-hop Bouncing Ball

[] [o: B]P < [a][B]P

A S V0 [x = H—26][v := — gt] (x=0— B(x,—ov)) A (x>0 — B(x,v)))
A= ve0[x:=H- 26 v:= —gi] ((x=0— B(x,—ev)) A (x>0 — B(x.1)))
(] A— [X” = ( XxX=0— B(x,—cv)) A\ (X >0— B(x,v)))

lAS = —g]( X=0— [vi=—cv]Bixv) A(x >0 — Bxv)))

UHA =[x = —g]([7x = 0][v:= —cv]Bxv) A [2x > 0]B(x.v))
A= X" = —g]([2x = 0;v:=—cv]B(x,v) A [7x > 0] B(x.v))
A X" =—g][?x=0;v:=—cvU?x > 0]B(x,v)

A [X'=—-g;(?x=0;v:=—cvU?x > 0)]B(x,v)

def
AZ0<xAx=HAv=0Ag>0A1>c>0
B(x,v)dEefOSX/\XSH
X'=-gtE X =vV =g}
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A Proof of a Single-hop Bouncing Ball

A = w0 [x = H— 2] ((x=0 — B(x.—c(~at)) A (x>0 — B(x,—a1)))
A S V0 [x = H—26][v = — gf] (x=0— B(x,—ov)) A (x>0 — B(x,v)))
A= ve>0[x:=H-28;v:= —gt] ((x=0— B(x,—ev)) A (x>0 — B(x.1)))
(] A— [X” = ( XxX=0— B(x,—cv)) A\ (X >0— B(x,v)))
lAS = —g]( X=0— [vi=—cv]Bixv) A(x >0 — Bxv)))
UHA =[x = —g]([7x = 0][v:= —cv]Bxv) A [2x > 0]B(x.v))
A= X" = —g]([2x = 0;v:=—cv]B(x,v) A [7x > 0] B(x.v))
A X" =—g][?x=0;v:=—cvU?x > 0]B(x,v)
A [X'=—-g;(?x=0;v:=—cvU?x > 0)]B(x,v)

def
AZ0<xAx=HAv=0Ag>0A1>c>0
B(x,v)dEefOSX/\XSH
X'=-gtE X =vV =g}
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A Proof of a Single-hop Bouncing Ball

A= V>0 ((H—2t2=0—B(H-22,~c(-g1)) A (H— L2 >0—B(H-{£,—g1)))
A S w0 = H—92]((x=0 — B(x.—c(~at)) A (x>0 — B(x,—a1)))
A S V0 [x = H—26][v := — gt] (x=0— B(x,—ov)) A (x>0 — B(x,v)))

A w0 [x =H—92;v:= —gt]((x=0— B(x,—ov)) A (x>0 B(x.)))
(] A— [X” = ( XxX=0— B(x,—cv)) A\ (X >0— B(x,v)))
A [ = —g]((x=0— [v:= —cv]Bxn) A (x > 0 = Bxv)))
A S ¢ = —g] ([7x = 0][v:= —cv]Bxv) A [7x > 0] B(x.v))
A= X" = —g]([2x = 0;v:=—cv]B(x,v) A [7x > 0] B(x.v))
A X" =—g][?x=0;v:=—cvU?x > 0]B(x,v)
A [X'=—-g;(?x=0;v:=—cvU?x > 0)]B(x,v)

Ad—ef0<x/\x—H/\v:0/\g>0/\12020
B(x) 0<x/\x<H
W=-gy 2 =v.V =g}
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A Proof of a Single-hop Bouncing Ball

A= Vt>0 ((H—22=0—B(H- 2. ~c(~a1)) A (H— I 2>0—B(H- .~ ar)))
A S w0 [x = H—92]((x=0 — B(x.—c(~at))) A (x>0 — B(x,—a1)))
A S V0 [x = H—26][v := — gt] (x=0— B(x,—ov)) A (x>0 — B(x,v)))

A w0 [x =H—92;v:= —gt]((x=0— B(x,—ov)) A (x>0 B(x.)))
(] A— [X” = ( XxX=0— B(x,—cv)) A\ (X >0— B(x,v)))
A [ = —g]((x=0— [v:= —cv]Bxn) A (x > 0 = Bxv)))
A S ¢ = —g] ([7x = 0][v:= —cv]Bxv) A [7x > 0] B(x.v))
A= X" = —g]([2x = 0;v:=—cv]B(x,v) A [7x > 0] B(x.v))
A X" =—g][?x=0;v:=—cvU?x > 0]B(x,v)
A [X'=—-g;(?x=0;v:=—cvU?x > 0)]B(x,v)

A O0<xAX=HAV=0Ag>0A1>c>0
B(x,v)dEefOSX/\XSH
X'=-g)E(X¥=vv=—g}
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A Proof of a Single-hop Bouncing Ball

Resolving abbreviations at the top premise yields provable arithmetic:
0<xAx=HAv=0Ag>0A1>c>0—

V=0 ((H- ¢ J J

=0—0<H- t2/\H t2<H)

/\(H—gtzZO%OSH—thAH—gFSH))
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A Proof of a Single-hop Bouncing Ball

Resolving abbreviations at the top premi jelds provable arithmetic:

0<xAx=HAv=0Ag>0A1>c>0—

VIz0((H-JE=00<H-JEAH-2<H
ANH-22>050<H-2AH-22 < h))
ot = 722 2
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A Proof of a Single-hop Bouncing Ball

Resolving abbreviations at the to fSe-y rovable arithmetic:
0<xAx=HAv=0Ag>0A1>c>0—

V=0 ((H— gtz =®—gt2/\H— gtz < H)

/\(H—gtzZO%OSH—thAH—gFSH))
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A Proof of a Single-hop Bouncing Ball

Resolving abbreviations at the top premise yields provable arithmetic:
0<xAx=HAv=0Ag>0A1>c>0—

V=0 ((H- ¢ J J

=0—0<H- t2/\H t2<H)

/\(H—gtzZO%OSH—thAH—thSH))

We have just formally verified our very first CPS! l
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A Proof of a Single-hop Bouncing Ball

Resolving abbreviations at the top premise yields provable arithmetic:
0<xAx=HAv=0Ag>0A1>c>0—
VtZO((H—g —050<H— gt"‘/\H gt2<H)

A(H—gt220—>0§H—gtz/\H—gtng))

We have just formally verified our very first CPS! l

Okay, it was a grotesquely simplified single-hop bouncing ball.
But the axioms of our proof technique were completely general, so they carry
us forward to true CPSs.
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e Summary
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Summary: Important Differential Dynamic Logic Axioms

(=] i elo) o)

71 PQP < (Q—P)
[ X' = 1(x)lp(x) < VE=0[x:= y(t)]p(x) V() =1(y)
[U] [« UBIP < [a]PA[B]P
[] [o:: B1P < [][B]P
['] [e]P <> PA[a][a"]P
() ()P ¢ —a]-P

One axiom for each HP operator
Using an axiom from left to right simplifies the HP structure
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Summary: Important Differential Dynamic Logic Axioms

(=] i elo) o)

71 PQP < (Q—P)
[T X' = f(x)lp(x) < VE=0[x:= y(t)]p(x) V() =1(y)
(U] [« UBIP < [a]PA[B]P
[] [o:: B1P < [][B]P
['] [e]P <> PA[a][a"]P
() ()P ¢ —a]-P

One axiom for each HP operator
Using an axiom from left to right simplifies the HP structure except ...
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Summary: Important Differential Dynamic Logic Axioms

(=] i elo) o)

71 PQP < (Q—P)
[ X' = 1(x)lp(x) < VE=0[x:= y(t)]p(x) V() =1(y)
(U] [« UBIP < [a]PA[B]P
[] [o:: B1P < [][B]P
['] [e]P <> PA[a][a"]P
() ()P ¢ —a]-P

One axiom for each HP operator
Using an axiom from left to right simplifies the HP structure except ...
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Admissibility Caveats

X.=e

[=] [x:=elp(x) < p(e) ho! o0

@ Elegant understanding is via uniform substitutions in Part IV. Till then:
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Admissibility Caveats

X.=e

[=] [x:=elp(x) < p(e) ho! o0

@ Elegant understanding is via uniform substitutions in Part IV. Till then:
@ p(e) stands for the same formula as p(x)
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o [x:=x+ylVy(x <y?) < Vy(x+y<y?)

o [x:=x+Yy|[ly:=5]x>0« [y:=5]x+y>0

o [y:=2b|[(x:=x+y;x' = y) x>y < [(x:=x+2b; X' = 2b)"|x>2b
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o [y:=2b|[(x:=x+y;x' = y) x>y < [(x:=x+2b; X' = 2b)"|x>2b

[=] [x:=elp(x) < p(e)
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X
X
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If you bind a free variable, you go to logic jail!
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